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I'm an Aviation Maintenance Technician/Avionics Technician for amajor US airline. I've been in thisindustry for
11 years and working on airlinersfor 7 of those. | have extensive experience on both aircraft types used on 9/11,
doing both routine maintenance(767 overhaul for two and ahalf years) aswell as non-routine maintenance, ie
troubleshooting and repair. I've worked on pretty much every system on the 757/767. My main areas of
experience are the Electrical System, Autoflight System, Navigation System, Communications System, Indicating
and Warning Systems. | also have agood bit of modification experience installing such systems as. Predictive
Windshear, Enhanced Ground Proximity Warning, Inertial Reference System, Fuel Tank Transient
Suppression(known as the TWA 800 mod), Passenger Entertainment, post-911 Secure Cockpit Door
Modifications, aswell as dozens of smaller modifications usually brought on by FAA Airworthiness Directives.
Most of these modifications require amajor wiring rework and installation of new wiring and equipment. |
believe my avionics background, specifically my 767 experience, qualifiesmeto talk about what it takesto turn a
757/767 into adrone and the major difficulties of doing so.

I ntroduction

Central to many "inside job" 9/11 conspiracy theoriesisthe ideathat hijackers weren't controlling the 4 ill-fated
flightsinvolved in the attacks. Instead there was some sort of remote system guiding the aircraft to their targets.
How might thiswork? Lets look at the options:

1) Military tankersfitted as"drones" and disguised to look like AA and UA jets. The problem with this

approach is the questions that remain unanswered. What happened to the 4 flights? The passengers and crew? The
airplanesthemselves? Neither the people nor the airplanes were ever heard from again, that much we do know. A
further look at thistheory really makes it seem implausible especialy since the airlines involved, United and
American, would have to be involved in the murders of their employees and customers. Think about thisfor a
moment. What possible motive would these airlines have to do that? Especidly since they've lost billions of
dollarsin the wake of the attacks. United, having lost closeto 10 billion dollars

itsel f(http://www.wsws.org/arti cles/2005/may2005/unit-m213.shtml), wallowed in Ch. 11 for 4 years. American
has only recently returned to profitability after suffering staggering losses itself, barely escaping bankruptcy.
These airlines had everything to lose and nothing to gain by partaking in a government sponsored terror operation.
If you are thinking that only afew fat cats agreeing to thiswould be al that was necessary, think again. The pilots
are dead - they were not involved. So, if the 4 flights landed safely somewhere else as part of the conspiracy,
that’s a pretty neat trick considering the pilots would never agree to be murdered. How did they fly the planesto
secret bases against the pilots will? Remote control ? I'll go into that in lucid detail a bit later. But wait aminute, if
they can control the airplane from the ground, why go to the trouble of military drones then? Why not use the
actual flightsthemselvesin the attack?

2) Noplanesat al. Thistheory is not worth going over in detail because of the myriad of dilemmas that need
reconciliation. The biggest one being the fact that hundreds of people saw American Flight 11 crash into the
North Tower with their own two eyes. Tens of thousands, if not hundreds of thousands, saw United Flight 175 hit
the South Tower with their own eyes. Enough said.

3) Remotely guiding Flights 11, 77, 93 and 175 into their respective targets. This solves all of the problems
presented above and then some. But how would it be accomplished, theoretically? Isthere an easy way ? Short
answer. No, there is not an easy way to do thisfor two reasons:

-A very well trained flight crew.

-A very complex and very redundant web of systems that work together to control every aspect of flight.



Moreover, the pilots have complete control over these systems from the flight deck, and they are constantly
monitored by the airplanes defenses such as the Master Caution/Warning System, Engine Indicating and Crew
Alerting System(EICAS) aswell asthe Aircraft Condition Monitoring System(ACMYS). I'm getting ahead of
mysalf, though. I'll go into these systems later on, in depth, and show how they can not only detect a sabotage, but
detect problems in real-time as they happen.

The remainder of this essay will concentrate on scenario 3. | will outline an array of possibilities for remotely
guiding the airplanes and go over the difficulties of each. These difficulties can beinstallation problems,
functionality problems and most importantly - the crews ability to defeat an intrusive system by ultimately killing
the power that feedsit through avariety of methods, and | will go over al of those.

Glossary of Terms Acronyms

First of all, I will be using lots of acronyms in thisessay. Aviation lovesits acronyms, | have alisting in my
toolbox that has over 700 aviation maintenance acronyms! 1've already mentioned a few, but | will make alist
here for reference.

AC - Alternating Current

ACARS - Aircraft Communication Addressing and Reporting System
ACMP - Alternating Current Motor Pump

ACMS- Aircraft Condition Monitoring System

ADC- Air Data Computer

AFCS - Automatic Flight Control System

APU - Auxiliary Power Unit

ARINC - Aeronautical Radio Incorporated

BIT - BuiltIn Test

BITE - Built In Test Equipment

CDU - Control Display Unit

CRT - Cathode Ray Tube

DC- Direct Current

EDP - Engine Driven Pump

EEC - Electronic Engine Control

EICAS - Engine Indicating and Crew Alerting System

ER - Extended Range

ETOPS - Extended Twin-Engine Operations -or- Engines Turning Or Passengers Swimming.
FADEC - Full Authority Digital Electronic Control

FBW - Fly By Wire



FCC - Flight Control Computer

FMC - Flight Management Computer
FMS - Flight Management System

GCU - Generator Control Unit

HMG - Hydraulic Motor Generator

IAS - Indicated Airspeed

IDG - Integrated Drive Generator

ILS - Instrument Landing System

IRS - Inertial Reference System

LCCA - Latera Central Control Actuator
LNAYV - Lateral Navigation

MEC - Main Equipment Center

MCDP - Maintenance Control Display Panel (Autopilot)
MU - Management Unit (ACARS)

PBE - Portable Breathing Equipment
PCA - Power Control Actuator

TMC - Thrust Management Computer
TRU - Transformer Rectifier Unit

VHF - Very High Freguency

VNAYV - Vertical Navigation

Before going on to the different takeover scenarios, | want to give avery brief overview of the systemsthat I'll be
talking about, just to give you abasic idea of how things work and interact with other systems. First, an overview
of the aircraft themselves.



757/767 Overview

The 757 and 767 are the first of the Boeing generation of "electronic jets'. The 767 came out first in 1982, the 757
in 1983. These aircraft may look abit different on the outside, but the flight decks and systems are nearly
identical. For all intents and purposes, the systemsI'll be describing below are the same for both aircraft with only
minor differences. These airplanes have numerous built-in failsafes and are extremely redundant in their systems,
thus would be difficult to commandeer remotely.

Electrical System

Electrical Power on the B757/767 is provided by severa sources which can't be run in parallel. The sources are
the Engine IDGs, APU Generator(usualy ground only, but can be run in flight), External Power, and the aircrafts
Main Battery. Thereis also abackup Hydraulic Motor Generator(HMG) available on the 767ER which can
supply 28 Volts DC in the event of afailure of both IDGs, it runs off the Center Hydraulic System and is not
available on the non-ER versions of the 767 or the 757.

The IDGs provide 3 phase 115 Volts AC 400 Hz power to the aircrafts Main AC busses during normal operation.
These buses are monitored by their respective GCUs, which ensure that the equipment receiving power from the
busis protected from avariety of fault conditions such as overvoltage, undervoltage, etc. Normally the buses are
connected by aBus Tie Breaker, but the pilots can operate the bussesin isolation if desired. In addition to
operating the bussesin isolation, the busses can be switched off from the flight deck manually. DC power is
typically generated by TRUs which convert the 115VAC to 28V DC to power the essential instruments on the
Standby DC Bus. In the event of acomplete AC failure, the ships Main Battery can supply power the Standby DC
Busfor approximately 30 minutes. The Hot Battery Busis a part of the DC Standby Bus and is physically
connected to the Battery. When AC power islost the DC Standby Bus essentially becomes the Hot Battery Bus
through the Standby Power Relay. Sounds confusing, eh? It is, but the system works flawlessy(usualy).
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Autoflight System(AFCS)

The B757/767 has avery complex and redundant autopilot system. There are thr ee completely independent
AFCS Systemson the 757/767. Thereisliterally 3 of everything on these airplanes except for engines and wings.
Asfar asthe AFCS concerned that means. 3 Flight Control Computers(FCCs), 3 Roll Servosor LCCAS, 3 Pitch
Servos, 3 Rudder Servosand 3 ILS Recelvers(not part of the AFCS, but are daved their respective FCC). In case
you are wondering, yes, only 1 system operates at atime, the other 2 are there for backup.

The Thrust Management System has only 1 computer, the TMC - | wont go into it because it’s not redlly
important for this discussion as the engines cant steer an airplane. In the scenarios below, when | refer to the
AFCS, I'm am also talking about Autothrottle.

The MCDP interfaces with all AFCS components and isthe EICAS of the Autopilot System. Thisunit can detect
faultsreal time and store them for later viewing by maintenance.
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The AFCS modes are as follows. Heading Select, Altitude Hold, Altitude Select, Vertical Speed, Flight Level
Change(FLCH), LNAV, VNAV, APPR(ILS), Backcourse ILS, IASMach and finally Autoland.

Heading Select - Steers aircraft to heading determined by the heading select knob.
Altitude Hold - Leve s off at current barometric altitude.

Altitude Select - Used in conjunction with other modes(VNAYV, FLCH, Vertical Speed). Aircraft levels off at
atitudein the altitude window.

Vertical Speed - Aircraft climbs or descends at the rate selected, used with other vertical modes.
Flight Level Change - Uses IAS hold function to climb or descend at a set speed.
LNAYV - Aircraft fliesalateral profile as defined by the FM S waypoints..

VNAYV - Aircraft fliesavertical profile as defined by the FM S using atitude/airspeed constraints (ie 250/10000 -
250 ktsat 10,000 ft at X waypoint). VNAV and LNAV share waypoints.

APPR(ILYS) - Automated approach captures ground radio signals called the localizer and glideslope, which guide
the airplane to the centerline and touchdown zone. Used in conjunction with Autoland.

IASMach - TMC maintains thrust to capture and hold speed in the Speed window.

Autoland - Coupled with ILS, performs an automatic landing by auto-idling thrust, auto-flaring and auto-rollout.
If you ever notice an unusually soft landing, especialy in bad weather - rest assured that the airplane hasjust
landed itself. No applause necessary!
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Enhances the AFCS capability and cal culates the most economic climbs/cruises/descents. Waypoints can be
existing waypointsin the aircrafts navigation database or user-defined. Each waypoint has an atitude and
airspeed constraint which the aircraft will meet, if possible. The system consists of 2 FMCsand 2 CDUs. The
FMCs operate either/or, the CDUs can be operated simultaneoudly, one for each pilot. Thereisalot more
capability to this system than | am describing, but the other functions are not really pertinent to this discussion.

FMSCDU

EICAS

The EICAS system isbasically the airplanes immune system and nervous system. It's hard to characterize this
system briefly because it’s so involved. Basicaly, it’s amulti-faceted system with 2 main sub-systems: the
Engine Indicating portion - and that’ s al I'll say about that because it's completely irrelevant here. The other half
isthe Crew Alerting System, which could mean not only the flight crew, but the maintenance crew aswell.
EICASisavery important tool for techniciansbecause of all the datait can provide aswell asdisplaying hard
faultsin form of atext messages such as: ZONE TEMP BITE(afailurein the Pack Zone Controller or its
peripherals), or my favorite CARGO DET AlR(afailure in the Cargo Smoke Detection blowers). Often times, the
first indication of a problem on the airplane is an EICAS message that mysteriously pops up and won't go away.

EICASis constantly monitoring over 400 inputsreal time. It also can latch faults on powerup. For example, if
someone tampered with an autopilot servo(ie cutting the pins on the electrical connector) - it would display the
appropriate message as the aircrafts el ectrical system is powered up. EICAS would be avery hard system to
defeat when attempting a sabotage. Under normal circumstances with everything fully operational, nuisance
EICAS messages will appear periodically although nothing iswrong. It’s quite a sensitive system, as a nervous
system should be.





























http://www.ntsb.gov/ntsb/brief2.asp?ev_id=20001211X11596&ntsbno=MIA99IA046&akey=1




























